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Chapter 2

Firavall Designs

In this dapter we tak a look at various @nall imple-
mentations and their applications in theat world. Also
discussed ar ste security policies, as well as advagéa
and potential security risk of elacEewall design.

There are literally dozens, if not hundreds, @afys to deplp GEewalls on
your netvork. Whichone you choose depends on your sigturity poli-
cy, network layout, usage patterns, and (Enancial resouBceefore you
start assembling the Gzell, deEne whakactly you vant it to do.

2.1 DeEnewf Local Bdet Filtering 8licy

One of the parts of the written site security polaght to be a chapter de-
scribing the local pa&k Eltering polic It can be as simple as sayingeW
do not allev any trafEc from the outside, unless it is in response to the re-
guests sent from hosts on our LAN it can be a thick book of rules de-
tailing what kind of trafEc goes in or out;, ér can be aything in between,
depending on the local and internationabda your oganization's needs,
and the patterns of netrk usage, and mgrother factors that ineuence the
process of establishing these rul@$e only requirement is that youuksit

in writing, appreoed, stick to it, and nase it periodically as well as in
response to ne threats, attacks, and changes in mekwvconEguration.
That way youll be less lilely to invent excuses to be lazy and not imple-
ment it. Another \ery important reason to Y& these rules in writing and
approved by your superiors, orven audited by third parties, are the re-
qguirements of insurers whosgect that such rulesist and are properly
written, implemented, and auditedlso, if you are ger taken to court, an
ofCEcial piece of paper is a good thing teehdf course, no matter what
your site security policsays, your goal is alays the same: achigng max-
imum protection from attacks originating from the outside from the in-
side of your netwrk while praviding corvenient access toavious services.
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Let's repeat this. You mustto protect your networks and
hosts gainst attaks fiom the outside as well aofn the
inside

Although it may not seemevy polite to viev your local users as potential
attaclers, and you might be right trusting them, at the same time you cannot
be completely sure that someone, somehasnt broken into their com-
puters in order to launch an attaclaengt other sites or to gn internal
communications.

While you are planningarious vays to leep intruders at bayour another
important goal is to wisely use your securitydget in order to s& re-
sources for handling enggncies and for the things that are nadilable
for free like books, training, consulting, or hardve.

Once your sites curity and Enall policies are stated in writing, you
must implement them in practice, andies/ them periodically to accom-
modate changes in your netik, your needs, and the threats that your net-
work is facing.

Site security policies ara broad topic and we do not
have enough space in this book towveothem in detalil,
but there are books that can helpFor example an excel-

lent discussion of security policies and other network and
system administition issues can be found in [Limoncelli,
Hogan 2002].

2.2 What Is a "Rivall'?

Generally speaking, @ewall is a method of protecting hosts and reatve
connected to other hosts and netks aginst attacks from the outside and
from the inside.We wse the wrd "Emall' when we speak aboutavious
network conEgurationsiitd for that purpose, although it is also used to de-
scribe softvare products and hardwe deices also knen as “packt EI-
ters' that sit between twvor more hosts or netarks and (Elter pasts ac-
cording to a set of rules written by the person whersees their operation.

What packt Elters are good at is matching pttkheaders and payload
against a set of rules that establish pdEltering policiesEverything else
that packt Elters dauilds on top of that basic functionality
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2.3 What Fivaalls Are Not

The wrong vay to think about Gwells is to assume that there some sort

of magic siler hullet that automatically prades full protection to anhost

or network that uses themOf course, the can control who connects to
whom, lut they cannot pregent information leakage if someone places clas-
siCEed documents on your compameb serer or copies the latest sales
(Egures to a disk and sells it to your competitidaving said that, thecan

log trafEc passing in and out of them, which esak easy to End out just
how that secret memo found itsay to the competition, or which hostw/
compromised by the attaek An even more sophisticated paek Elter
could look at the payload of each patksuch solutions are alreadyai
able) and silently inform appropriatenleenforcement authorities when it
detects certaindgwords indicating that classiCEed documents are being sent
outside the compan

When you a implementing a @wall, you should also
think of a lager picture: physical site and network secu-
rity, user education, and pper hadening of all hosts
protected with the @mall, as well as the @nall itself.
(Host hadening ivolves turning df non-essential ser
vices, applying patees, enfaring the use of seceipass-
words, and using seceinser authentication methods.)

2.4 Haiware vs. Software Fivalls

Marketing people often talk abowbftwae Ewalls and hardware -
walls, as if they were two different speciesAccording to the glossy mar
keting literature published byavious endors, softare (Exealls are appli-
cations you install on top of an operating system, while harelErealls
are these magic besg that you plug between your router and your agtw
In reality, there is no such thing as a sddte or hardare Ekeall, because
they all are packt Elters implemented using a mixture of hardwand
code. Thesoftware might be sad on an EPROM chip encased in a nice
plastic box with little connectors sticking out of iytkthe hardwre alone
won't work if there is no softare to dwve it. So,when someone speaks of
a hardware (Ereal, they are talking about a piece of sofive sold together
with a specialized piece of hardve that runs that particular patiEltering
software.
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2.5 Firevalls Great and Small

We will now discuss arious popular G&well designs used in all kinds of
network installations, lage and small.Please note that there usually are
mary ways to implement these designs and there may be certain risks asso-
ciated with these implementation¥hese diferences are also discussed to
help you decide what you neeBample templates for each design are pro-
vided in Appendix CRule Emplates for {ipical Frewall ConEguations

2.5.1 Screened Host

A screened host is a machine protected fromeraal attacks with a paek
(Elter It implements aery simple and secure @af policy:

f No inbound pacéts pass through the patkElter unless therrive in re-
sponse to the requests sent from the screened host.

@) (b)

Internet

" router |

screened
screened host with
host paclet Elte

Figure 21: A screened host can be protected with a separateep@eker (a) or it
can run paost Eltering softave itself (b).

Such hosts can be connected directly to the Internet picémebe a part of
a Local Area Netwrk (LAN). That way of limiting access from the out-
side is usually empieed to protect wrkstations, desktop PCs, or laptops
used at home, in a small@®te, or on the roadhe packt Elter can be (a)
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an «ternal deice plugged between the host and the rest of theonktor
(b) it can be implemented purely in softve running on the screened host.

In design (a) the paek Elter can be a special purposécderunning pack-

et Eltering softave, or it can be a separate computer runningepd&hter

ing software on top of some operating system, such as the OpepBSD/
duo. Protectindaptops in that &y can be a little problematic, because the
weight and the size of a separate padElter déce male it too incon-
venient to carry around, so design (b) is a good compronidesign (a)
can be further enhanced with the use of OpenBSDpandn(Egured as an
“invisible' Eltering bridg (discussed later in this chaptend in Chapter 4,
ConCEguring OpenB%D

Design (b) requires the use of patKEltering softare written speciCEcally
for the operating system running on the screened hidstrefore, if one
wants to use design (Bnd run pf, there is no other choiceubto run
OpenBSD, or one of the systems tphihas been ported to.

When a hang o the opeating system is not an option,
design (a) with the pket dier as a sepate piece of
hardware aught to be used.

Separating the paek Elter from the protected host in ttey\it is done in
design (@) is a more secure solution, becausevem®ethe situation when

a oftware filure in the padkt Elter or in the operating system of the
screened host automaticallywes the attackr access to that host.

Range Netvwork/Mask

10.0.0.0 t010.255.255.255 10/8
172.160.0 t0172.31255.255 172.16/12
192.168.00 t0192.168.25255 172.168/16

Table 2.1:Private IPv4 Addresses as deEned in [RFC 1918].

In both designs, the screened hosts muspubéc IP addresses unless yhe
are on a LAN sgment that usegrivate IP addressesWhen the paalt EI-

ter in design (a) imot contEgured as a Eltering bridge, it will also need to
have a putable public IP address unless the packlter and the screened
host are on a LAN ggnent that uses puate IP addressedf you are short
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of public IPv4 addresses, you will need to conEgure thetpddker as a
(Eltering bridge or assign the public address to theepéeker and con(Eg-

ure it to perform Netark Address Tanslation (MT) before it performs El-
tering. Inthat case, the screened host has \&tgrilPv4 address from the
range deEned in [RFC 1918] andwshin Table 2.1. Of course, the prob-

lem of not enough IP addresses should not appear when you are using IPv6,
which has a much wider address spd€eiou need to use AI' with IPv6,

use site-local addresses FECO0/10 through FEFF/10.

When the seened host has nmethan one network inter
face it will need to be potected with paet CHers a all
points of contact with the outside world, or it will be
quickly broken into.

2.5.2 Screened LAN or Screened LAN Segment

When your needs gnoand you connect tav or more computers together
you are starting toudld a LAN. And when you want to connect your LAN
to the Internet or other nebnks, you must decide hoyou are going to
protect it. One popular design is screened LANor ascreened LAN gp
ment A screened LAN is in manways similar to the screened host de-
scribed in the prgous section.It even implements a similar Garal poli-

cy:

f Al inbound packts are blookd unless theare sent in response to re-
guests sent from the hosts on the screened LAN.

There are three possible implementation scenarios: the LAN can be protect-
ed with (a) a separate dedicatedide (a boed paclkt Elter or a computer
running packt Elter softare); (b) it can be a collection of screened hosts;
or (c) it can be a mixture of (a) and (b).

Obviously, solution (a) is easier to manageitlit provides a single point of
failure and does not pvide as high a kel of protection aginst attacks
launched from the internal hostsaaggst their neighbors on the same LAN.
The internal security of design (a) can be increased a little bit, if you use an
Ethernet switch instead of a hub to connect the hosts on the screened LAN.
This will make it more difEcult to gpon communications, Wt it does not

solve dl internal security problems associated with that design.



Section 2.5.2: Screened LAN or Screened LANrSent 23

router

joe H hub/switchH sarah ‘

ann don
terry julia

Eona mairc

i

Figure 22: A screened LAN or a screened LANgseent protected with a separate
paclet Elter

Someone might say that an importantattege of design (a) is itswer

cost, compared to design (byutlihat agument may not be as strong when
free softvare like OpenBSD andpf is used to implement the @alt and

when the companpolicy explicitly statesthat each host must be protected

by a separate paekElter This is not as unreasonable as it soundailaré

of the packt Elter in design (axmoses all hosts on the LAN it protects,
while a filure of a single paeit (Engall in design (b) compromises only

one host, assuming that the other hosts on the samerkedw not trust

each other and do not accept inbound connections without secure authenti-
cation and authorization.

When the seened LAN has methan one network inter
face connecting it to the outside world, it will need to be
protected with pacat diers a all points of contact with
the outside world, or you will not be able tmfact it at

all. This policy must be strictly enfoed and usexr can-

not add any network interfaces on their own.
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Figure 23: A screened LAN or a screened LAN segment can be a collection of
screened hosts.

=] [ =

The IPv4 addressing issues for the screened LAN are similar to those for a
screened host; every host must have a public IPv4 address unless the
screened LAN is a part of a larger network that uses private IPv4 addresses
or unless you choose design (a) and configure the packet filter to perform
NAT. And don’t forget to assign IPv4 addresses to the firewalls in design
(b), unless you configure them as filtering bridges. NAT will help you
make better use of your IPv4 address pool and rise the level of security of
your LAN. Using it is not obligatory, but if it doesn’t cost you a dime, why
not use it? Again, IPv6 addressing makes the shortage of IPv4 addresses
irrelevant, but it will still be a some time before everyone switches to IPv6.

2.5.3 Bastion Host

The design of a bastion hosis similar to that of a screened host. The only
differences between them are the configuration of the packet filter and the
kind of services such host is running. Typical candidates for bastion hosts
are all kinds of Internet and intranet servers: DNS, FTP, HTTP, NNTP,
SMTP, etc. The packet filter protecting a bastion host implements a less se-
cure policy than the packet filter protecting a screened host:

* Some inbound connections to selected services are permitted.
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* Outbound connections can pass through the packet filter only when they
are required to ensure proper functioning of the bastion host, or to serve
incoming connections.

() (b)

Internet

packet filter

router

bastion
bastion host with
host packet filter

Figure 24: A bastion host can be protected with a separate packet filter (a) or it can
run packet filtering software itself (b).

Since the bastion host is fully or partially exposed to the outside world, it is
extremely important that it will be well-protected against attacks. The
packet filter is only one half of the whole solution, the other half is proper
configuration, hardening, and monitoring of the bastion host. In particular,
it should not be running non-essential services that provide another way in
to the unwanted visitors. Ideally, one bastion host should be running only
one kind of publicly accessible service, i.e. DNS or HTTP orFTP, but not
FTP andSMTP andNNTP. The simpler the overall configuration, the easi-
er to manage and the more secure it will be.

The IPv4/IPv6 addressing issues for a bastion host are identical as those for
the screened host.

2.5.4 Demilitagd Zone (DMZ)
It is quite common for a LAN connected to the Internet to start exposing

some of its resources to the outside world, be it an HTTP server, and FTP
store, or an NNTP site. This creates all kinds of security hazards that the
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network and the firewall have to cope with. If you have plans to offer exter-
nal access to some services, isolate them in a Demilitarized Zone (DMZ)

The DMZ design consists of at least one, more often two or more LAN seg-
ments, one screened and one with bastion hosts. The simplest DMZ design
needs three network interfaces, one connecting the packet filter to the out-
side world, one connecting the packet filter to the screened LAN segment,
and one connecting the packet filter to the DMZ segment.

The packet filter must have rules that implement the following policy:

¢ Hosts on the screened LAN have access to the outside world.

¢ Hosts on the screened LAN have limited access to the bastion hosts in the
DMZ.

¢ External hosts have limited access to the bastion hosts in the DMZ.

e Bastion hosts in the DMZ do not have access to the screened LAN
segment.

 Bastion hosts in the DMZ have limited access to the outside world.

 External hosts do not have access to the screened LAN segment.

(DMZ)

(]

router

b/switch

packet filter

=

joe H hub/switch H sarah

SMTP

ann don

terry julia

(Screened LAN)

Figure 25: A screened LAN and a DMZ segment.
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IPv4/IPv6 issues and the need to secure all external interfaces mentioned in
previous designs also apply in the DMZ design. The filtering bridge and
NAT configurations also have their place in this kind of design.

Although the DMZ design is slightly necmomple, it is a
bad idea to save mopedy placing publicly accessible
serves in the sceened LAN and conEguring thekgac
Eewall to let inbound taftEc in.When one host becomes
compomised, all other hosts on that LANeaso at risk.
When someone éaks into an HTTP web server running
in the DMZ LAN sgment, it will only pose some daarg
to the bastion hosts in the DM ttnot to the hosts in the
screened LAN.Yau can piotect hosts in the DMZ with
sepante paket (Hers, to rise the lgel of their security
ewen higher Such solutions may beequired for high-
proCEle sites.

2.5.5 Lgge-Scale LANs

Large scale LANs are usually configured as a mixture of variations of all
four designs mentioned in the earlier sections, connected to a high-speed
backbone. Each host and LAN segment connected to the backbone must be
protected with its own local firewall and these must be designed in such
way that they form a coherent large-scale firewall. It is a huge logistical
problem and the trend to put everyone and everything on the Internet will
only make it worse. For ideas on how to build, manage, and protect large-
scale LANS refer to [Cheswick, Bellovin, Rubin 2003], [Dooley 2002], [Fr-
ish 2002], [Limoncelli, Hogan 2002], and [Yuan, Strayer 2001].

2.6 Inisibe Hosts and Fivealls

The dramatic growth in the number of hosts connected to the Internet
caused a shortage of IPv4 addresses. To solve that problem, researchers de-
signed the next generation of IP called IPng or, more recently, [Pv6. How-
ever, the simple expansion of the IP address space, although useful for net-
work architects and administrators, does not change much from the point of
view of security. (OK, this is only partially true, because IPv6 doesinclude
some handy security enhancements, but we cannot use them yet due to low
proliferation of IPv6 networks.)
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Two interesting solutions that lower the number of IP addresses needed to
implement a firewall while providing additional security are: Eltering
bridge and NAT.

2.6.1 Filtering Bridg

An Ethernet bridge is a device that connects two network segments. It is a
close relative of an Ethernet switch, which actually evolved from early Eth-
ernet bridge designs. A nice feature of both of these devices is their lack of
need for a separate IP address. This is handy from the point of view of se-
curity, because a device without an IP address is invisible to other hosts on
the network and cannot become the target of an attack. Although you can
buy a good hardware bridge or switch for a modest amount of money, it is
beneficial in some situations to implement it using an ordinary PC equipped
with a bunch of Ethernet cards or other types of network interfaces, running
OpenBSD and pf. Such machine will be able to do what bridges and
switches do as well aspacket filtering, packet logging, load balancing,
bandwidth shaping and much more, in IPv4 and IPv6. Such setup is also
call a Eltering bridg

The only tiny problem is the other side of the bridge’s invisibility. It has
not IP address, so how do you log on and manage it? Well, when the bridge
is sitting in your office or server room, you could add a monitor and a
keyboard, or a serial console to it, but that is not very convenient, although
very safe, provided that the physical access to the console is well-secured.
A better solution is to add another Ethernet card not used in the bridge set-
up and connect it to your network management workstation.

Be caeful!l Bydoing this you could be eating a bak-
door way to beak into the bridg.

However, if you design a separate network management LAN properly sep-
arated from the LAN you manage (a screened LAN with multiple connec-
tions to the main LAN, all protected from external access) it will be quite
secure. Various designs are possible, Figure 2.6 shows one that could be an
inspiration in your own search for security without sacrificing the ease of
management. Information on how to configure a filtering bridge with
OpenBSD and pf is provided in Appendix C, Rule Emplates for ypical
Firewall ConEguations
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router router
b.bib.b
no IP addess no IP addess
filtering bridge 10.1.14 10.1.1.9 filtering bridge
no IP addess no IP addess
hub/switch hub/switch
(Sceened LAN #1) (Sceened LAN #2)
admin. LAN: hub/switch 101.1.1 admin.
workstation
(Sceened LAN #3) (Sceened LAN #4)
hub/switch hub/switch
no IP addess no IP addess
filtering bridge 10.1.1.3 10.1.1.2 filtering bridge
no IP addess no IP addess
eegee 991949
router router
f.fif.f h.h.h.h
Internet Internet

Figure 26: Four separate screened LANs protected with filtering bridges. The
bridges are connected to an isolated administration LAN 10.1.1.0/24 (in bold).
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2.6.2 Netark Adlress Tanslation (NB

NAT is used to hide real IP addresses of hosts connected to a NAT device
and to redirect packets to arbitrarily chosen addresses and/or ports. That
simple functionality can be used in many creative ways in network security
and administration.

Although NAT is often associated with firewalls, such as pf, it is a totally
independent mechanism. The fact that it is integrated with many packet fil-
ters is merely a proof of their good fit. You can learn more about NAT from
Chapter 7, Packe Redirection

2.7 Aditional Functionality

Although all firewalls are based on packet filtering, often combined with
NAT, this is not all that OpenBSD and pf are capable of. The following list
mentions many additional functions that OpenBSD and pf can be config-
ured to perform:

* Proxy— when you use OpenBSD and pf in your firewall, it is also possi-
ble to run FTP, WWW (Squid), and other proxies, such as: totd, tinyproxy,
proxy-suite jftpgw, or balanceon the same computer. (Try doing that
with your ‘hardware firewall’.) You’ll find them in the OpenBSD pack-
ages and ports collections as well as on the Internet. Adding software to
OpenBSD is described in Chapter 4, ContEguring OpenBSD

» Packd logge — as crackers increase their activities on the Internet and
various intranets, the number of organizations that record all traffic pass-
ing in and out of their networks will grow. Military and many govern-
ment agencies have been doing this for many years, as have large finan-
cial institutions, corporations, and other organizations storing and pro-
cessing sensitive information. With OpenBSD and pf, packet logging can
be easily added to any of the firewall designs described earlier in this
chapter. Apart from being able to perform packet filtering and redirec-
tion, pf can be used as a packet logging and analysis station, either in con-
junction with filtering and/or redirection or as a separate module. You
can learn more about logging from Chapter 11, Logging and L@ Analy-
SIS

» Network Intrusion Detection Systems (NIBS) more advanced way to
monitor traffic passing through the firewall is with some sort of a Network
Intrusion Detection System (NIDS), such as snort (available in the
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OpenBSD packages and ports collections). This book does not describe
snortas this is a subject for another book, but the subject of pf coopera-
tion with NIDS returns on many of its pages.

Failover, load balancing Quality of Service (Q0S)- with pf configured
to do NAT and ALTQ (recently integrated with pf) it is possible to create
custom failover, load balancing, and Quality of Service (QoS) configura-
tions. This is something we discuss in Chapter 10, Bandwidth Shaping
and Load Balancing

User authentication— an additional layer of security can be built into
each of the firewall designs discussed in this chapter with the use of
authpf(8) the authenticating gateway user shell. This is particularly im-
portant for securing wireless networks. You can learn more about it from
Chapter 12, Using authpf



